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Students must meet pre-requisites

before able to take certification exam. \\|hat Will Students Learn In This Program?

Course Progression = Computer & Network Security Fundamentals
« Digital Info Tech (Pre-Req) = Windows and L.inux 0$ Fun.damentals
« Cpt & Net Security (1) = Malware & Social Engineering Attacks/Defenses
e Cybersecurity Essentials (2) = Network & Application Attacks/Defenses
e Operational Cybersecurity (3) » Host, Application, and Data Security
* Applied Cyber Apps (4) = Cryptography & Public Key Infrastructure (PKI)

» Wired and Wireless Network Security

Mobile Device & Embedded Device Security
loT & Cloud Security Fundamentals
Authentication & Access Control Management

Iy
Business Continuity Practices

= Risk Management and Mitigation Practices
— Vulnerability Assessment & Basic Penetration Testing
CYB R'ORG * Incident Response & Forensic Analysis 7
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